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Core concepts

Control measures

 Control measures are the means by which a Ɵtleholder reduces the risks to well integrity 
associated with their well acƟviƟes. Control measures also include conƟngency and emergency
plans.

 Titleholders must be able to demonstrate that they have examined the exisƟng control 
measures of a well and considered any alternaƟve or addiƟonal control measures which take 
account of the current scale and complexity of a well and the risk profile of the well.

 Control measures include those physical features that make up a well and those elements of a 
Ɵtleholders management system which are uƟlised in the design, construcƟon, operaƟon, 
suspension and permanent abandonment of a well such that the measures combined 
eliminate, prevent, reduce, miƟgate or otherwise ensure that risks to well integrity are 
reduced to a level that is as low as reasonably pracƟcable (ALARP).

 Control measure idenƟficaƟon, assessment and selecƟon should involve those people who 
have a thorough knowledge and understanding of the use and possible failure modes of the 
idenƟfied control measures.

 Control measures must be clearly understood in terms of their effecƟveness in reducing risk, 
including their funcƟonality, reliability, independence, survivability, compaƟbility, 
maintainability and availability.

 The use of a range of different control measures generally provides a greater level of 
protecƟon, parƟcularly if using addiƟonal levels of independent protecƟon.

 As with all risk reducƟon measures, preferenƟal order should be considered when selecƟng 
control measures. Hierarchies of control measures are typically defined in order of priority as, 
eliminate; prevent; reduce; miƟgate. Applying a hierarchy of control measures involves for 
example designing out or physically removing a hazard at source and controlling residual risks 
by engineering or organisaƟonal means.

 The Ɵtleholder’s management system must provide for all acƟviƟes that will occur or have a 
reasonable possibility of occurring at a well. Control measures must be applied to all risks at a 
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well that have the potenƟal to cause harm to people as well as those risks associated with the 
integrity of a well.

 Control measures must be reviewed periodically to ensure well risks remain ALARP. This 
principle is also linked to lifecycle management, management of change and integrity 
assurance processes.

Performance standards

 A Ɵtleholder’s management system for well construcƟon, operaƟon, suspension and 
permanent abandonment must specify the performance standards against which the control 
measures are to be assessed to ensure and demonstrate that the measures are reducing risk to
ALARP on a conƟnuous basis.

 A Ɵtleholder’s management system should be comprehensive, integrated and able to describe 
within the WOMP the performance standards and control measures used and by so doing 
demonstrate competency of the larger integrated management framework.
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AbbreviaƟons/acronyms

ALARP As low as reasonably pracƟcable

DWOP Drill well on paper

MTBF Mean Ɵme between failures

NOPSEMA NaƟonal Offshore Petroleum Safety and Environmental 
Management Authority

SMART Specific, measurable, appropriate, realisƟc and Ɵmely

Key definiƟons for this guidance note

ALARP A term used to idenƟfy a risk that has been reduced to a level that
is ‘As Low as Reasonably PracƟcable’. In pracƟce this means a 
Ɵtleholder must demonstrate through reasoned and supported 
arguments that there are no other pracƟcable opƟons that could 
reasonably be adopted to reduce risks further.

Control measure Any policy, procedure, process, system, device or other means of 
eliminaƟng, prevenƟng, reducing or miƟgaƟng the risk of a loss of 
well integrity. Control measures are the means by which risk is 
eliminated or minimised.

Hierarchy of control 
measures

A protocol used when deciding what kind of control measure 
should be applied to address a parƟcular hazard. The raƟonale 
underlying a hierarchy of control measures is that organisaƟons 
should look to employ the highest reasonably pracƟcal level of 
control (e.g. eliminaƟon) rather than a lower control (e.g. 
administraƟve controls).

Integrity In relaƟon to a well, means the capacity of the well to contain 
petroleum, a greenhouse gas substance, or any other substance.

Measurement criteria A statement specifying a required level of performance and which
provides evidence of competent performance.

Performance outcome The anƟcipated result of an acƟvity or process aŌer employing 
accepted performance standards with appropriate control 
measures and monitored against effecƟve measurement criteria.

Performance standard A level of performance established by the Ɵtleholder against 
which, the performance of a policy, procedure, process, system or
device is measured. Performance standards are used as a basis for
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measuring the effecƟveness of the control of risks associated with
a loss of well integrity.

RegulaƟons Offshore Petroleum and Greenhouse Gas Storage (Resource 
Management and AdministraƟon) RegulaƟons 2025

Risk assessment A process of esƟmaƟng the likelihood of an undesirable event (a 
consequence) and its associated consequences of a given severity.

Source control Management response to well control planning/execuƟon and 
recovery from a loss of well integrity.

Well A hole in the seabed or subsoil made by drilling, boring or other 
means, in connecƟon with exploraƟon of petroleum, petroleum 
producƟon and injecƟon into a geological formaƟon of 
greenhouse gas substances, or other substances. 

Well related equipment Means any plant or equipment or other thing for containing 
pressure or fluids in a well.

1. IntroducƟon

1.1. Intent and Purpose
This document provides guidance on the control measures and performance standards as part of 
the preparaƟon of a well operaƟon management plan (WOMP) for Ɵtleholders operaƟng in 
Australian Commonwealth waters as required under the Commonwealth Offshore Petroleum and 
Greenhouse Gas Storage Act 2006 and the Offshore Petroleum and Greenhouse Gas Storage 
(Resource Management and AdministraƟon) RegulaƟons 2025 and the corresponding laws of each 
State and Territory.

The purpose of the guidance note is to assist Ɵtleholders through the process of idenƟfying, 
assessing and selecƟng control measures and to idenƟfy, assess and select the relevant 
performance standards for those control measures in the context of prevenƟng a potenƟal loss of 
well integrity and to support the evidence that risks are reduced to a level that is as low as 
reasonably pracƟcable (ALARP) and an acceptable level.

The guidance note will be of use to those responsible for developing a WOMP and those involved 
in its implementaƟon and ongoing risk management.

The guidance note should be read in conjuncƟon with other relevant guidance notes; the full set is 
available on the NOPSEMA website along with guidance on other relevant legislaƟve requirements.

NOPSEMA acknowledges that what is considered good pracƟce and what approaches are valid and
viable will vary according to the nature of the differing risks associated with well integrity. While 
this guidance note puts forward possible approaches to address the risks to meet the compliance 



NaƟonal Offshore Petroleum Safety and Environmental Management Authority N-04600-GN1617 A462129      Page 6 of 19

Well Integrity Control Measures and Performance Standards
Guidance Note

OFFICIAL

OFFICIAL

requirements of the regulaƟons, the selecƟon is not exhausƟve, and Ɵtleholders may choose to 
use other approaches not covered by this guidance note.

This guidance note is not a subsƟtute for the regulaƟons or the Act.

The guidance note is designed to assist Ɵtleholders to ensure that evidence is provided in the 
WOMP that provides a descripƟon of the control measures in place that ensure that risks to the 
integrity of the well will be reduced to ALARP and an acceptable level throughout the life of the 
well, including periods when the well is suspended (e.g. not operaƟonal but not permanently 
abandoned), and that a descripƟon of the performance standards for those control measures are 
also described and appropriate. AddiƟonally, a descripƟon of the planned performance outcomes 
and measurement criteria against which performance is to be measured should also be included.

Further, the WOMP should include a descripƟon of the monitoring, audit and well integrity 
assurance processes that will be implemented to ensure the performance outcomes and 
performance standards are met throughout the life of the well, including periods when the well is 
not operaƟonal but has not yet been permanently abandoned.

The Ɵtleholder is required to provide a descripƟon of the measures that will be used to ensure that
contractors and service providers undertaking well acƟviƟes as part of the Ɵtleholder’s acƟviƟes 
are aware of their responsibiliƟes in relaƟon to the maintenance of the integrity of the well. The 
Ɵtleholder should also describe the measures taken to assure appropriate contractor and service 
provider competency and training.

Suspension and abandonment assurance is a criƟcal element of well integrity and a descripƟon of 
the arrangements in place for suspension and abandonment of wells should be included in the 
WOMP. This should describe how:

 during the process of suspending or abandoning a well, risks to the integrity of the well will be 
reduced and maintained to ALARP and an acceptable level

 the acƟons taken to suspend or abandon a well will provide assurance that the integrity of the 
well will be maintained throughout its designated period of suspension or abandonment

 at the conclusion of suspension and abandonment acƟviƟes, no unknown hindrance, 
obstrucƟon or other impediment will be afforded to other users of the sea.

It is further anƟcipated that a full descripƟon of the measures and arrangements that will be used 
to regain control of a well if there is a loss of integrity will also be included.

Further guidance is available in the NOPSEMA Well Integrity guidance notes:

 ALARP in the context of well integrity – N-04600-GN1616

 Hazard IdenƟficaƟon and Risk Assessment – N-04600-GN1613
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1.2. Control measure idenƟficaƟon, assessment and selecƟon
The aim of control measure idenƟficaƟon, assessment and selecƟon is to:

 understand the effecƟveness of adopted control measures and their impact on risk

 provide the basis for jusƟfying the selecƟon or rejecƟon of control measures

 show clear linkages between the control measures and the potenƟal loss of well integrity or 
other hazards they are intended to control

 demonstrate within the WOMP that the risks have been reduced to a level that is ALARP

 provide a means of monitoring the ongoing effecƟveness of the control measures.

1.3. Features of control measure idenƟficaƟon and assessment
The risk assessment, control measure idenƟficaƟon and assessment philosophy should be reflected
in the Ɵtleholder’s WOMP. For example:

 If the Ɵtleholder intends to base the WOMP largely on compliance with specific internaƟonal 
guidance and standards, the risk assessment and control measure selecƟon should address 
corresponding issues, their applicability to the well, and the risks associated with compliance. 

 Conversely, if the Ɵtleholder intends to base the WOMP on fundamental engineering and/or 
management systems, the risk assessment and control measure selecƟon should be structured 
accordingly.

In parƟcular, if the Ɵtleholder intends to diverge from established internaƟonal guidance or 
standards, or if the internaƟonal guidance and standards are not fully applicable to the well, the 
risk assessment should address these issues. Titleholders should use the risk assessment as a way 
of idenƟfying alternaƟve and more effecƟve/effi cient means of managing risk and so use risk 
assessment to establish the most appropriate controls for the well.

The approach taken will depend on the nature of the acƟviƟes and the risk management decisions 
of the Ɵtleholder. In all cases the WOMP should show that the risk assessment and control 
measure idenƟficaƟon and selecƟon is based good risk management decisions which are 
appropriate to what the well may face.

Finally, if communicated appropriately the risk assessment process creates knowledge, awareness 
and preparedness within the organisaƟon. Knowledge of risks and their implicaƟons are necessary 
to prevent well integrity incidents and is an important control measure.

1.4. Understanding control measures in relaƟon to the risks
Understanding the linkage between control measures and the hazards which may give rise to a 
potenƟal loss of well integrity is criƟcal in assessing the control measures that prevent or miƟgate 
each consequence. The nature, scale, range of risks and potenƟal outcomes that each control 
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measure is designed to address and the relaƟonship of the control measure to the risk needs to be 
clearly understood, i.e. the mechanism by which the control measure would work to prevent or 
manage the risk associated with a potenƟal loss of well integrity.

The mechanism for each control measure for the range of operaƟng condiƟons that may exist at 
the well (normal, abnormal or emergency condiƟons) needs to be clearly understood. It is also 
necessary to determine whether there are suffi cient control measures for all the possible risks and 
outcomes and that they are robust enough to reduce the risk associated with the potenƟal loss of 
well integrity to ALARP.

One way to represent the relaƟonships between risks, outcomes, control measures and potenƟal 
loss of well integrity may be through the use of bowƟe analysis (cause-consequence diagrams). 
The relaƟonship between the proacƟve control measures, the event, the reacƟve control measures
and the outcome for each hazard is demonstrated below (Figure 1). ProacƟve controls are also 
referred to as preventaƟve controls and reacƟve controls referred to as miƟgaƟon controls.

 

Figure 1 – SchemaƟc representaƟon of a bowƟe diagram

The benefit of using a bowƟe diagram is that it is a transparent and easily accessible method of 
documenƟng and presenƟng informaƟon for stakeholders. However, this informaƟon or parts of 
this informaƟon can also be represented in other formats such as risk registers, fault trees and 
event trees, or other formats which are designed to show criƟcal linkages.
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2. Planning and preparaƟon

2.1. OrganisaƟon requirements for control measure idenƟficaƟon
The purpose of control measure idenƟficaƟon is to idenƟfy the exisƟng and potenƟal control 
measures, for each potenƟal well integrity risk and its associated potenƟal outcome. To prepare a 
WOMP requires a commitment by onshore management and well integrity personnel during all 
stages of the idenƟficaƟon, assessment and selecƟon of control measures. 

When conducƟng control measure idenƟficaƟon, selecƟon and assessment, it is recommended to 
consult widely amongst the available technical experƟse in each specific area. It may also be 
helpful to employ a third party to provide facilitaƟon. A Drill Well on Paper (DWOP) or peer review 
is a common method of gaining accurate informaƟon developing from a diversity of viewpoints and
which helps to generate ownership in the WOMP process.

There are a range of opƟons that may be exercised when developing and assembling the control 
measures, performance measurement criteria and performance outcomes necessary for inclusion 
in a WOMP.

AlternaƟvely, selected personnel may prepare the control measure assessment and then run 
workshops to validate their work. Internal independent peer-reviews may be conducted. The best 
approach will depend on the size and type of well and the resources available.

Range of operaƟng circumstances

OperaƟng circumstances should not be automaƟcally applied to generically similar wells. Wells are 
rarely idenƟcal and therefore some may have potenƟal failure modes that others do not have.

Control measures may vary for different stages of the well’s lifecycle. For example, design and 
construcƟon standards are important for new wells, but as a well matures more focus is required in
connecƟon with well integrity management over the lifecycle of the well. Control measures may 
themselves have lifecycles that may require consideraƟon.

To determine control measure suitability, it is important to understand the circumstances in which 
these controls will be effecƟve.

It should be noted that hazardous events oŌen occur during non-rouƟne operaƟons such as start-
up, shut-down and simultaneous operaƟons, when acƟvity levels are high and Ɵtleholders may be 
dealing with a complex array of interrelated acƟviƟes. Therefore, it is important that appropriate 
aƩ enƟon be given to control measures relevant to these phases of operaƟon. The types of control 
measures in place, or being considered, must be appropriate to the acƟviƟes undertaken at the 
well and the risks that have been idenƟfied.
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2.2. Reasonably pracƟcable
To comply with the regulaƟons for WOMP and WOMP revision compliance, the Ɵtleholder must be
able to demonstrate the control measures that are necessary to reduce the risks to the integrity of 
the well to a level that is ALARP. 

A Ɵtleholder’s demonstraƟon that risk has been reduced to a level that is ALARP would likely 
contain elements of the following process:

 idenƟficaƟon and consideraƟon of a range of potenƟal measures for further risk reducƟon

 systemaƟc analysis of each of the idenƟfied measures and a view formed on the integrity 
benefit associated with each of them

 evaluaƟon of the reasonable pracƟcability of the idenƟfied measures and the implementaƟon 
(or planned implementaƟon) of the idenƟfied reasonably pracƟcable measures

 recording of the process and results summarised in the WOMP. 

Clearly, the balance between benefits in terms of reduced risk and the costs of further control 
measures will play a part in achieving and jusƟfying ALARP. For example, if an opƟon has a benefit 
that greatly outweighs the cost, this opƟon will almost always have to be implemented, or very 
good reasons provided for not doing so. In contrast, if the cost greatly outweighs the benefit, 
demonstraƟng that the opƟon is not appropriate may be grounds for not implemenƟng a 
perceived benefit as other opƟons are likely to exist that would be able to achieve a similar level of 
risk reducƟon at lower cost. If benefits and costs are both high, or are both low, careful 
consideraƟon will be required before selecƟng or rejecƟng any control measure.

3. Assurance of control measures
The regulaƟons require the Ɵtleholder to ensure that control measures will be in place so that risks
to the integrity of the well will be reduced to ALARP throughout the life of the well, including 
periods when the well is not operaƟonal but has not been permanently abandoned. Possible 
methods of assurances are described in the secƟons that follow.

3.1. Approaches to demonstraƟng ALARP
There is no prescribed method for demonstraƟng the adequacy of control measures however there
are several basic approaches which may be used to support a Ɵtleholder’s provision of evidence 
and jusƟficaƟon within the WOMP. Titleholders might consider using one or more of these 
approaches but should also be prepared to consider developing specific approaches appropriate to
their wells. In pracƟce, it is likely that most wells would require a combinaƟon of approaches.

Comparison with internaƟonal guidance and standards – compare the management system 
framework and operaƟonal procedures against naƟonal or industry standards, codes of pracƟce, 
guides etc. as they are revised.
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Audit against good pracƟce – audit the basis and implementaƟon of the management system 
against standard industry pracƟce for offshore wells.

Technical analysis – evaluate control measures in technical terms and assess strengths and 
weaknesses, for example, effecƟveness, funcƟonality, availability, reliability, technical feasibility, 
compaƟbility, survivability, suitability of control measures to hazards and risks and appropriateness
of performance standards, etc.

Performance data – evaluate performance data as evidence of adequacy or saƟsfactory levels of 
performance, for example, data on the operaƟonal effecƟveness or reliability of a control measure 
may support the demonstraƟon of its appropriateness for that service.

Improvement approach – demonstrate the extent of relaƟve improvements in performance for 
the well based on past, present and planned modificaƟons and enhancements.

Benchmarking and judgement – present considered judgements as to the suitability of control 
measures as described within the management system or the percepƟons of a cross-secƟon of 
stakeholders, e.g. senior management, peer groups, technical experts, key members of the 
workforce, independent observers.

PracƟcal tests – demonstrate that the management system and/or control measures funcƟon 
effecƟvely.

3.2. Assurance processes for control measures
Titleholders’ integrated management framework should be able to support the reasoning for the 
choice of performance standard for a defined control measure.

A periodic assessment of control measure effecƟveness should form an important part of the 
adequacy assurance process. For WOMP purposes, the raƟonale for deciding the adequacy of the 
measures employed should be supported and accompanied by all assumpƟons made and 
conclusions drawn. Where appropriate, the results of supporƟng studies that have been 
performed should also be described.

Performance standards should be clearly linked to their associated control measures. Performance 
standards should reference any strategy, procedure, work instrucƟon and other assurance related 
documentaƟon that would enable Ɵtleholders to measure, monitor and test the effecƟveness of 
each control measure.

3.3. ConƟngency measures for control measure failure
As part of the development of performance standards, the Ɵtleholder should consider possible 
failure modes associated with the control measures and develop conƟngency measures to apply if 
performance standards are not met. 

A control measure can fail in several different ways:
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 complete failure or absence of the control

 chronic failure or decline of performance over Ɵme

 marginal ability of the control to perform as intended due to inadequate design.

The Ɵtleholder’s well management system should address what acƟon should be taken if a control 
measure is deemed to be impaired or compromised and is unable to meet its performance 
standard(s). ConƟngency measures could range from applying addiƟonal alternaƟve control 
measures to ceasing operaƟon at the well unƟl the ability of the control measures to meet the 
performance standards is restored.

It is up to the Ɵtleholder to establish appropriate conƟngency measures for their well and 
operaƟons, based on assessment of the risks created by the failure or deviaƟon of the control 
measure. 

Measures should be established as part of the development of the WOMP to avoid the situaƟon 
where the Ɵtleholder needs to submit a revised WOMP for each deviaƟon from a specified 
performance standard. It also avoids the Ɵtleholder seeking consent to operate outside the WOMP
in these circumstances.

NOPSEMA policy is to avoid issuing consent to operate outside the WOMP in such circumstances as
these types of consent are reserved for emergency situaƟons which are considered to be not 
reasonably foreseeable.

3.4. Control measure idenƟficaƟon, selecƟon and assessment outputs
At the end of the process of control measure idenƟficaƟon, selecƟon and assessment, the 
following informaƟon should be available:

 a list of the exisƟng and potenƟal control measures and an understanding of their relaƟonship 
to a potenƟal loss of well integrity

 the idenƟficaƟon of new control measures to be implemented

 an ‘effecƟveness’ assessment for exisƟng controls and any new controls which are to be 
implemented

 a list of improvement acƟons recommended for exisƟng control measures

 a list of risks where addiƟonal control measures may be desirable

 the performance standards for loss of well integrity control measures.

These outputs should be documented with clear links between the risk assessment and the 
outcomes from the control measure assessment. Good documentaƟon at this stage will 
significantly help to demonstrate that risks are reduced to a level that is ALARP. A descripƟon of 
the process should be adequately reflected in the WOMP.
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4. IdenƟfying and selecƟng control measures for source control

IdenƟfying control measures

The regulaƟons require the Ɵtleholder to idenƟfy control measures that are suitable for the well 
and are adequate to reduce risks to a level that is ALARP. A potenƟal loss of well integrity risk 
analysis and control measure idenƟficaƟon shouldn’t simply concentrate on miƟgaƟon measures, 
but should also consider eliminaƟon, prevenƟon and protecƟon measures, wherever possible, in 
line with a hierarchy of controls. AddiƟonally, a potenƟal loss of well integrity risk analysis should 
not simply assume that industry guidance and standards will always be suitable by default. 
JusƟficaƟon for applicaƟon of these guidelines and standards should be considered for the specific 
situaƟon and must assess whether reasonably pracƟcable alternaƟve measures might be more 
effecƟve.

Performance standards will also be required for any idenƟfied control measures relaƟng to source 
control.

As previously noted, the purpose of control measure idenƟficaƟon is to idenƟfy the exisƟng and 
potenƟal control measures for each hazard and associated consequence. A source control relief 
well plan must be treated as a miƟgaƟng control measure. A range of relief well planning 
provisions should be considered for a potenƟal loss of well containment and reasons for selecƟng 
certain provisions and rejecƟng others should be documented. The Ɵtleholder would conduct the 
analysis and determine a suitable response plan appropriate to recovering and securing a well.

Relief well planning should be an integral part of the WOMP development. Several factors will 
determine the level of planning adopted, including but not limited to, type of reservoir, type of 
well and water depth, distance of well from shore, accessibility to onshore support, prevailing 
meteorological condiƟons at locaƟon and season in which acƟviƟes may take place.

5. Performance standards
SecƟon 82 of the regulaƟons describe the requirements for performance standards to be included 
as part of a WOMP submission. Performance standards are the parameters against which the 
control measures are assessed to ensure the measures are reducing the risk of a loss of well 
integrity to ALARP. Performance standards facilitate the transiƟon from the theoreƟcal to the 
pracƟcal in the well integrity risk management process. In developing the performance standards 
for well integrity, Ɵtleholders should consider what level of performance it is reasonable to expect 
or achieve from each control measure considering:

 funcƟonality

 availability

 reliability
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 survivability

 dependency

 compaƟbility

Performance standards enable the Ɵtleholder to measure, monitor and test the effecƟveness of 
each control measure and take correcƟve acƟon based on deviaƟons or trends.

5.1. Contents of a performance standard
The following secƟons explore aspects of control measures which Ɵtleholders may choose to 
measure and set performance standards.

5.1.1. Aim or objecƟve

It is beneficial when developing performance standards to state an overall goal or objecƟve for the 
performance standard to achieve. A well-defined aim statement will focus the elements of the 
performance standard on the important aspects to be addressed by the standard. It is also 
essenƟal to understand if the performance standard is to apply to grouped elements as in an enƟre
system or discrete elements within a system. 

5.1.2. FuncƟonality

The funcƟonal performance of a control measure is what it is required to do e.g. the way the 
control performs to achieve the required risk reducƟon. FuncƟonality may include applicable 
standards to be met including a wide range of performance characterisƟcs.

5.1.3. Availability

The availability of a control measure is typically a measure of the percentage of Ɵme that the 
control measure is in place and capable of performing its designed funcƟon. It is the considered 
probability or likelihood that the control will not fail or degrade in its required period of service.

5.1.4. Reliability

The reliability of a control measure is the probability that at any point in Ɵme it will operate 
correctly for a further specified length of Ɵme. Reliability is to do with the probability that the 
system will funcƟon correctly and is usually measured by the mean Ɵme between failures.

FuncƟon tesƟng should be suffi ciently frequent to detect failures, and detected failures should be 
recƟfied promptly through maintenance or replacement.

5.1.5. Survivability

This is a measure of a control measures ability to survive a potenƟally damaging event and is relevant
for control measures that are required to funcƟon aŌer an incident has occurred. Survivability
performance should be considered parƟcularly for criƟcal systems.
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5.1.6. Dependency

The dependency of a control measure is its degree of reliance on other systems for it to be able to 
perform its intended funcƟon. If several control measures can be disabled by a single failure 
mechanism (common mode failure/single point of failure) or the failure of one control measure 
could cause the failure of others, then the control measures are not independent.

AdopƟng a diverse range of control measures such as a combinaƟon of inherently safe features, 
hardware and procedural controls will assist in improving independence.

5.1.7. CompaƟbility

Whether or not a control measure is compaƟble depends upon how it interacts with other controls
and the rest of the well. CompaƟbility consideraƟons should be applied to new or changed control 
measures to ensure compaƟbility with the well and any other control measure already in use.

5.2. Defining parameters of a performance standard
A performance standard should state the key requirements (indicators) that the control measure 
has to achieve to meet its intended funcƟonality, availability, reliability, survivability and its 
dependencies. If a performance standard is based on industry standards and guidelines for the 
control measure to meet, then the performance standard should include the key requirements 
(some of which may be contained within the guidance and standards) that the control measure will
be measured against during its life and not simply list the guidance and standards that apply.

It is important that the parameters set in the performance standard are specific, measurable, 
appropriate, realisƟc and Ɵmely (SMART).

Specific – performance standards should be well defined and not open to broad interpretaƟon.

Measurable – whenever possible, performance standards should be based on quanƟtaƟve 
measures.

Appropriate – the performance standard should align with the overall goal of the control measure.

RealisƟc – performance standards should be achievable.

Timely – performance standards should be developed in a Ɵmely manner.

5.3. UƟlising finding from the risk assessment
Risk assessment should generate informaƟon useful to the establishment of performance 
standards for each control measure. Typical consideraƟons that might come from the risk 
assessment include:

 control measures associated with a high risk of loss of well integrity are likely to require 
rigorous performance standards



NaƟonal Offshore Petroleum Safety and Environmental Management Authority N-04600-GN1617 A462129      Page 16 of 19

Well Integrity Control Measures and Performance Standards
Guidance Note

OFFICIAL

OFFICIAL

 the required reliability or number of control measures should reflect the likelihood and 
consequence of the corresponding loss of well integrity

 the interdependence of control measures should be specifically noted and accounted for.

5.4. Performance standards lifecycle and conƟnual development 
There are a number of ways of establishing performance standards. Titleholders may choose to 
have one single performance standard for a control measure throughout the lifecycle of a well or 
may choose to use different performance standards for control measures for the various lifecycle 
stages of the well. It is criƟcal that whatever performance standards are chosen they remain 
relevant and effecƟve during all lifecycle stages where the control measure is required to be in 
place and where the control measure conƟnues to ensure risk is being managed to a level that is 
ALARP. As the appropriateness of individual performance standards may change over the lifecycle 
of the well, Ɵtleholder should consider means of assessing the suitability of their performance 
standards over a wells lifecycle to ensure compliance with the regulaƟons SecƟon 82. OpƟons may 
include:

 conducƟng annual reviews incorporaƟng feedback from process/integrity monitoring

 conducƟng gap analyses and evaluaƟng performance requirements for control measures

 introducing control measures as necessary

 amending assurance tasks to incorporate changes

 applying a conƟnuous monitoring and feedback loop.

5.5. Monitoring compliance with performance standards
Management system procedural controls should ensure that once implemented, control measures 
conƟnue to be fit for purpose on an ongoing basis. Well management system procedural controls 
should therefore be subject to regular monitoring, audit and review.

Monitoring comprises the rouƟne checking that acƟviƟes conducted under well management 
system procedures are being conducted; it also measures the performance of the well 
management system elements and compares the performance of those elements against the 
defined performance standard or target.

AudiƟng is the process of checking that the established well management system is understood 
and is being used and that the management framework (in parƟcular the monitoring and 
correcƟve acƟon processes) is being implemented and is effecƟve. It can also include evaluaƟon of 
the degree of compliance against the defined standards. Both quality control and quality assurance
are necessary, and checks are required that acƟviƟes occur, that the acƟviƟes are being performed 
to a suitable standard and that the systems, procedures, controls etc. are achieving the desired 
results.
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Reviewing is the regular but less frequent process of stepping back and asking if the enƟre system 
and the standards within it remain adequate, fit-for-purpose, and in-line with current good 
pracƟce. A view should be taken as to whether the performance standards are appropriate once 
pracƟcal experience has been gained.

A combinaƟon of monitoring, audit and review is necessary to ensure the ongoing effecƟveness of 
a well management system, and to drive conƟnual improvement.

6. Quality assurance
At the compleƟon of the control measure assessment phase, it is important that checks for quality 
assurance are conducted. The following table outlines the key acƟviƟes and checks that should be 
undertaken to ensure quality in the control measure selecƟon and assessment process. These 
checks will also assist to ensure that all control measures relevant to loss of well integrity have 
been idenƟfied, selected and assessed.

Table 1 – Key acƟviƟes and checks for quality assurance

AcƟvity Check

Use a checklist to confirm that all types of control measures have been idenƟfied.

Have those personnel who were not present when control measures were idenƟfied review the
risk idenƟficaƟon documentaƟon and the bow-Ɵe diagrams.

Review previous risk assessments and controls.

Verify all control 
measures have 
been idenƟfied

Review other documents that may idenƟfy addiƟonal control measures. For example:
 Internal management standards, procedures and processes
 InternaƟonally recognised standards, guidelines and pracƟces
 Equipment manufacturer manuals and data.

There is a need to confirm that control measures are in place. Experience shows that this is not
always the case. Periodic checks should be developed to verify any control measure is in place
and that it conƟnues to meet the descripƟon provided in the risk register.

Periodic checks will idenƟfy whether a control measure has been changed over the lifecycle of
the well or process. Frequently it is found that a control measure has been modified over the
lifecycle and the documentaƟon not updated to reflect the change.

A review process should be included to verify the output of control monitoring (e.g. adequacy
assessments, criƟcality assessments).

Verify accuracy of 
informaƟon

Where adequacy assessment includes verifying the funcƟonality of the control measure, is there
documentary evidence of the verificaƟon? Is this process described in the WOMP?
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AcƟvity Check
Verify that the 
outcomes 
(assessment, 
performance 
indicators, criƟcal 
operaƟng 
parameters) have 
been 
communicated

Have conƟngency measures been idenƟfied in the event of a control measures failure to meet
the performance standard?

Is there a communicaƟon plan in place?

Is there a requirement for this communicaƟon to be recorded?

Are procedures periodically reviewed and current procedures in use? How are procedural changes communicated?

Are procedures periodically reviewed and current procedures in use? How are changes
communicated?

7. Common weakness in control measures and performance 
standards

7.1. Control measures
The following are common weaknesses associated with consideraƟon of control measures in the 
context of well integrity:

 when only a single control measure has been considered rather than a range of control 
measures

 concentraƟng effort on reacƟve (miƟgaƟon) measures rather than proacƟve (eliminaƟon, 
prevenƟon or reducƟon) measures

 assuming that industry guidelines and standards are suitable by default, without jusƟficaƟon of
their applicaƟon to the specific situaƟon

 there is no obvious direct link to clearly established performance standards for control 
measures

 criƟcal informaƟon is no longer available.

7.2. Performance standards
The following are common weaknesses associated with performance standards:

 the performance standard has no defined performance parameters to facilitate assurance and 
verificaƟon

 the performance standard is not linked to interdependencies

 the performance standards fail to refer to source informaƟon

 performance standards provide no direcƟon to what acƟons or processes should be followed if 
the performance standard is not met

 a failure to conduct ongoing review of performance standards against actual data
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 the performance standard fails to address degradaƟon and lifecycle asset management issues.

8. References, acknowledgements and notes
All regulatory references contained within this guidance note are from the Offshore Petroleum and 
Greenhouse Gas Storage Act 2006 and the Offshore Petroleum and Greenhouse Gas Storage 
(Resource Management and AdministraƟon) RegulaƟons 2025. 

For more informaƟon regarding this guidance note, please contact NOPSEMA:

 Telephone: +61 (0)8 6188-8700; or

 Email: wompguidance@nopsema.gov.au

mailto:wompguidance@nopsema.gov.au
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